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Cyber Threat Landscape:
Risk, Impact and Preparedness
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Anatomy of a Hack
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2020
425 incidents

27M people

2022
556 incidents

44M people

2021
518 incidents

43M people

2023
591 incidents

136M people

2024
592 incidents

259M people

2025
222 incidents

27.6M people

Hacking Health Care
By the numbers

= 10 million people



FBI Internet Crime Report 2024
Issued 4/25/2025

FBI Reports for 2024: 
Healthcare had 238 Reported 
Ransomware Attacks plus 206 
Data Breaches,  
Totaling 444 Reported Cyber 
Threats – The Most of All 
Critical Infrastructure Sectors

HHS-OCR 2024 Total:
592 Hacks, 259 Million 
Individuals Impacted



2025  - Top 25 Reported Healthcare Hacks, as of  06/23/2025 



Key Observations - Cyber Attacks in 2024

Change Healthcare breach resulted in the theft of the PHI of 190 million Americans  

95%+ of stolen PHI records were NOT stolen from hospitals – business associates, non-hospital providers and 

health plans…like CMS

90% + were stolen OUTSIDE of the EMR. Stolen credentials and data mapping.

                                               

100% of the hacked data was NOT encrypted.  Stolen credentials, encryption principles 

70% of reported hacks were ransomware AND data theft - More of this in 2025?

90%+ of ransomware attacks perpetrated by Russian speaking ransomware gangs…with some help
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Third-party cyber risk exposure

▪ Data theft

▪ Network access by Third-party

▪ Supply chain attacks

▪ Loss of service availability > Cascading effects

▪ Third Party Risk Management Program

▪ Life, mission and business criticality

▪ Storage or access to sensitive data

▪ Privileged persistent network access

▪ Requirements Must be in BAA

▪ AVOID exclusivity clauses – Need to

prepare contingency plans and

contracts prior to attack



Social engineering

▪ Phishing, pretext calls, smishing, vishing, 
help desk manipulation

▪ Some with AI enhancements 

Exploiting technical vulnerabilities

▪ Unpatched vulnerabilities – 3P software
▪ Chain vulnerability exploitations
▪ Insecure Remote Desktop Protocol(RDP)
▪ Zero-day vulnerabilities

Stolen credentials

▪ Includes social engineering, email 

accounts, password spray attacks

▪ Active Directory compromise
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Cyber Risk Impact to Healthcare 
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➢ Radiology / Imaging /  PACS down  - other diagnostic technology lost. Remote 

radiology lost. All could lead to stroke and trauma diversion

➢ Cath lab down = heart attack diversion 

➢ Risk to patient safety. ED’s shutdown -  Ambulances placed on full divert - 

rural distance delay of emergency treatment.  Trauma Center availability 

➢ Telemetry systems inoperable – additional staff required for patient monitoring - 

Home health care telemetry. Patients at home, greater risk?

➢ EHR rendered inaccessible. Patient history, treatment protocols, drug allergies / 

interactions unknown – delay in rendering care

➢ Lab and Pathology disrupted 

➢ Elective surgeries cancelled  

➢ ADT forms and instructions unavailable 

➢ Drug cabinet/ pharmacy systems down

➢ Loss of VoIP phones and email systems

➢ Ransomware “blast radius” – effect on other providers who are dependent  for 

ED,  EMR, labs, imaging,  cancer treatment and other third parties also disrupted.  

➢ Regional impact and stress based upon capacity of surrounding hospitals

➢ Simultaneous loss of all network and internet connected information, medical and 

operational  technology – Downtime computers lost or limited data.

➢ ED wait times significantly increased. 

➢ Radiation oncology (RADONC) treatment may be dependent upon 

network and internet connected technology. 

➢ Extended delay of treatment when diverted to alternate RADONC treatment 

facilities.

➢ Chemotherapy and RADONC treatment plans may not be available.

➢ Staff unprepared for extended clinical downtime procedures for all 

functions and paper EMR charting lasting up to three to four weeks

➢ Three to four week recovery time for mission critical systems, ransom 

paid or not, residual impacts lasting  6 months - 2 years 

➢ Backups corrupted or only 65% restoration from uncorrupted 

backups. RTO and RPO not fully understood. 

➢ Legacy systems unrecoverable   

➢ Revenue interruption and revenue loss due to incomplete charts. Need 60 

days cash on hand – no income for 60 days.

➢ Scheduling, timekeeping and payroll systems disrupted

➢ Operational and physical security technology impact, access control  

➢ Third parties requesting independent certification before reconnection

➢ Increased insurance premiums or loss of coverage

➢ Civil liability for publicly released PHI or negative outcome

➢ State and federal regulatory liability + Reputational Har

Reported Clinical and Business Impact of Ransomware Attacks on Hospitals 2020 – 2025 



“…nurses were unable to look up patient 
records from their computer stations and were 
forced to comb through paper back-
ups…imaging teams were unable to quickly send 
the latest scans up to surgeons waiting in the 
operating rooms, and we had to rely on runners 
to deliver printed copies of the scans to the 
hands of our surgery teams.”

Eduardo Conrado, President of Ascension, testimony before the 
UN Security Council - 11/08/2024

▪ Russian ransomware group attack May 2024

▪ Disruption to 120 hospitals, care sites across 19 states 

▪ Diversions to nearby hospitals – Regional impact

▪ Over $1 Billion in costs to Ascension and counting…
▪ $130 Million in initial response costs
▪ $900 Million lost operating revenue
▪ 30-day recovery for core systems

▪ This is a global threat and a national security threat 
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“What it comes down to 
is that cyber risk is 
business risk, and cyber-
attacks on hospitals 
specifically, are really 
threats to life.”  

FBI Director Wray at the AHA 
Annual Conference - 4/25/2023 
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Recent Cyber Threats and Risk 





“Cybercrime group Interlock 

has begun publishing some of 

the 941-gbytes of data the 

gang claims to have stolen in 

a disruptive May attack on 

Kettering Health. The Ohio-

based healthcare organization 

is making IT system 

restoration progress and 

cyber enhancements, but is 

still recovering.” 





▪ AI-Generated Text

▪ AI-Generated Images 

▪ AI-Generated Audio, aka Vocal 
Cloning

▪ AI-Generated Videos

Criminals Use Generative Artificial 
Intelligence to Facilitate Financial Fraud



Threat actors exploiting EOL home routers

Access to:
▪ Networks
▪ Corporate Data
▪ PHI?

Do you have remote staff?

What controls are in place?
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Geopolitical Risk = Cyber Risk 



Good AHA logo with transparent background.
This one will scale up well.









“The goal is to slow down any potential military mobilization effort 
that may come following a Chinese invasion of Taiwan, according to 
government officials. U.S. officials continue to search for and root 
out compromises caused by Volt Typhoon.” 





Threats that the 
Administration Must 
Manage
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Cyber Attack Preparedness  - The 5 R’s

Regional Readiness, Response, Resiliency and Recovery
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▪ Modern health care is vulnerable 

to disruption in many ways

▪ Preparation for technology 

outages like ransomware is 

critical

▪ Also applicable for non-malicious 

technology disruptions - like 

Crowdstrike

▪ The impact to patient care and 

safety are the same



“The question isn’t if 
you will be attacked. 
The question is are you 
prepared?”



SAMPLE INCIDENT COMMAND CHART 



Top Recommendations and Observations  

INTEGRATE PLANS: 

▪ Cyber incident response

▪ Emergency management

▪ Incident command

▪ Business continuity

▪ Disaster recovery plans

▪ Business continuity plans should specify plans for clinical continuity during a loss of critical technology 

READINESS, RESPONSE, RESILIENCY AND RECOVERY:

▪ Plans should be developed across the organization

▪ All system, hospital and department level actions and responses

▪ Including IT, operational, business and clinical functions 

▪ Defined in the plan for the duration of the incident and for post incident recovery 

REGIONAL, READINESS, RESPONSE,  RESILIENCY AND RECOVERY:

▪ REGIONAL cyber incident response and communication plans 

▪ Leverage existing emergency preparedness plans and mutual aid agreements

▪ Plans should accommodate diversion of patients and functions between facilities 

▪ Provide assistance to impacted facilities - surge personnel, communications, medical devices and 

technology

▪ Regional facilities will also face increased strain or collateral impact



ENHANCE DOWNTIME PROCEDURES: BE ABLE TO SUSTAIN  OPERATIONS FOR UP TO 4 WEEKS

▪ Be prepared to sustain clinical and business operations for up to 4 weeks

▪ For every life critical, mission critical and business critical system and technology 

▪ Practice clinical, operational, financial and administrative downtime processes on all shifts  

▪ Ensure downtime supplies are in place or external printing arrangements have been made to continue 

operations and care delivery through manual procedures in the event of a loss of all medical, information and 

operational technology. 

IDENTIFY MISSION CRITICAL THIRD PARTY SERVICES:

▪ Establish downtime procedures if their services are unavailable 

▪ Include cloud and technology service providers

▪ Determine clinical, operational and information technology impact if their services become unavailable

▪ Establish compensating on-premises downtime procedures, including manual procedures and backup strategy 

DESIGNATE DOWNTIME COACHES AND DOWNTIME SAFETY OFFICERS FOR EACH SHIFT: 

▪ Loss of access to the EMR may cause disruption and delay to healthcare delivery 

▪ Staff may not be proficient in manual downtime procedures

▪ Loss of embedded safety and treatment protocols in the EMR may pose risk to patient safety 

Top Recommendations and Observations  



NETWORK BACKUP STATUS, SEGMENTATION AND SECURITY 

▪ Recommend regular cadence of vulnerability and penetration testing of backups

▪ Review, document and communicate estimates of network restoration time 

▪ Implement immutable backup solution as part of 3-2-1 backup strategy. 3-2-1+1 immutable backup copy

DOCUMENT ROLES WHICH HAVE DESIGNATED AND DELEGATED AUTHORITIES 

▪ Authorized to make independent, high impact decisions during a cyber incident/crisis 

▪ Disconnection of the organization from internet 

▪ Shutting down of large parts of the network 

▪ Defined urgent circumstances. (Document Designate and Delegate authorities)  

▪ Board notifications, authority and involvement?

DEFINE TRIGGERS: 

▪ Facts and circumstances triggering high impact decisions

▪ Specify leadership escalation, incident command activation and staff notification protocols

▪ Trigger examples: indication that ransomware is spreading or beaconing to external C2, ongoing data exfil

DEFINE IMPACT TO LIFE CRITICAL, MISSION CRITICAL  AND BUSINESS  CRITICAL DEVICES AND SERVICES:  

▪ Map clinical, operational and administrative impact of shuting down internal network or internet connection

▪ Document impact, incorporate in incident response plan

▪ Communicate to leadership

Top Recommendations and Observations  



DEFINE EXTERNAL DEPENDENCIES, IMPACT: 

▪ Especially external clinical dependencies

▪ Who depends on you? 

▪ What would impact of an attack on your organization and loss of your network on them? 

▪ Impact to other hospitals in the region, clinics and homecare telemetry?

REVIEW CYBER INSURANCE COVERAGE: 

▪ Determine sufficiency of coverage based upon risk profile and current cybersecurity posture

▪ Determine proficiency of incident response assets and your confidence in them prior to an incident

▪ Review “act of war” exclusion given current geopolitical events

▪ Keep coverage information secured, preferably off network to prevent adversary discovery 

REVIEW BAAs FOR BREACH NOTIFICATION, INSURANCE REQUIREMENTS: 

▪ Determine to whom breach is to be reported 24/7 and timeline

▪ 24 – 72 hours for data theft

▪ Immediate for ransomware, including weekends and off hours 

▪ Test! 

▪ Ensure cyber insurance requirements scale with level of cyber risk presented by the BA

Top Recommendations and Observations  
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Physical Security and Risk



Physical Threats Targeting Health Care  

Targeted violence against staff and executives increasing – murder of United 

Healthcare CEO Brian Thompson. 

•  Perceived grievances by patients and staff

•  The tipping point – from thought to the first physical action step 

•  The connection between suicidality and homicidality 

•  Online threats to physical threats 

•         Extremist threats and mistrust of health care amplified by current and   

future political environment 

•  The SAVE Act 

Executive protection risk assessment and measures

1

2
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https://www.aha.org/mitigating-targeted-violence-health-care-settings 

Our Work With the FBI – AHA HAV and Cyber and Risk 

https://www.aha.org/mitigating-targeted-violence-health-care-settings
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Cybersecurity Act of 2015 –  (High probability of renewal in 2025 to extend until 2035)
▪ Civil and Regulatory Protection for Sharing Cyber Threat Information and Defensive Measures with 

CISA and other Federal Agencies  

HIPAA Security Rule rewrite

Regulatory and Legislative Update 

Cybersecurity bill (H.R. 7898) PL 116-321 with AHA-supported provisions 

signed into law Jan. 05, 2021 

▪ Directs HHS to provide regulatory relief for HIPAA covered victims of cyber attacks

▪ Recognized cybersecurity practices in place previous 12 months

▪ Reduced fines

▪ Early, favorable termination of audits 

▪ Mitigation of other penalties

▪ No increased penalties for not having recognized cybersecurity practices in place 

“The law provides the right balance of incentivizing voluntary, enhanced cybersecurity protocols in 

exchange for regulatory relief and recognition that breached organizations are victims, not the 

perpetrators.” 

1

2
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Discussion – Thoughts on Changes? 

Scott Gee 

sgee@aha.org 
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